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Abstract: UAV swarm assistance communication system can improve the existing wireless communication network,
enhance the system service quality and coverage. However, the open characteristics of wireless channels make drone
communication systems extremely vulnerable to eavesdropped by illegal users. A safe communication algorithm for
UAVs based on cooperative beamforming was proposed. To maximize the confidentiality of the system, the relative
position and energy of each drone in the swarm, as well as the overall movement of the swarm and the beam of the
antenna array, were comprehensively considered. Since this optimization problem was characterized by highly

coupled non-convex terms, the initial problem was decomposed into two sub-problems and a cyclic iterative succes-
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sive convex approximation algorithm was designsed to solve it through Taylor expansion and convex relaxation.

Simulation results show that the optimization scheme proposed can effectively improve the system confidentiality

rate, realize physical layer secure communication, and achieve better results compared with other comparison

algorithms.

Key words: UAV communication, virtual antenna array, cooperative beamforming, secure communication
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